Lightweight Directory Access Protocol (LDAP) servers are widely used to authenticate users in enterprise level networks. Organizations such as universities and small to medium-sized businesses use LDAP for a variety of applications including E-mail clients, SSH, and workstation authentication. Since many organizations build dependencies on the LDAP service, a Denial-of-Service (DoS) attack to the service can cause a greater number of services disrupted. This paper examines the danger in the use of LDAP for user authentication by executing a DoS attack exploiting the TCP three-way handshake required when initializing a connection to an LDAP server.
Introduction
In computing today organizations including universities and small to medium-sized businesses need to provide a wide range of services to a vast number of users. Many of these services require a form of authentication and/or authorization to securely verify the identity of their respective subscribers. Services that may require such authentication include email clients like Zimbra and remote terminal clients such as SSH. A denial-of-service attack on a Lightweight Directory Access Protocol Server (LDAP server) left vulnerable could effectively disrupt productivity and/or economic gains of an organization.
Since LDAP servers are critical [1] in business environments, they are typically hidden behind firewalls and IDS software (see Figure 1) . One major flaw that usually causes security policies to be degraded, is the fact that LDAP is also an active directory meaning that IT departments will usually make these servers open to the Internet. Despite the efforts of firewalls, well-crafted TCP SYN packets can often cause SYN flooding symptoms. This paper intends to assert the argument that active directory systems like LDAP in their current states are poor choices as authentication services through the design and implementation of a SYN flooding denial-ofservice attack. The attack is intended as a simple denialof-service scenario to bring forth issues that may arise when a LDAP server is used as an authentication service.
LDAP Overview
LDAP directories are hierarchical databases [1] that hold information about people and entities [3] (such as workstation PAM or SAM files). Inside each directory, data is stored in a tree structure with every level of the tree being a different domain. This structure resembles that of DNS servers; the top-level domain (TLD) is .com or .ca and the fully qualified domain name (FQDN) is ldap. example.com. All sub-directories also follow this structure (see Figure 2) .
LDAP is designed for providing directory services with other open systems [3] . This means that by design LDAP is an open system for accepting and returning queries. The difference between directories and regular databases is that a directory typically has its data organized to allow quick search results for rapid querying [4] .
Security in LDAP
Originally passwords were sent over networks in plaintext. Since LDAP was designed to facilitate communication among directories for organizations, LDAP's design assumed it would be implemented inside existing (secure) network infrastructures. To combat this shortcoming, LDAP had to incorporate the use of SSL to provide encryption of traffic containing plain-text passwords. The result was that a listener had to be opened on port 636 to support SSL. The solution provided the intended confidentiality but still was an ad-hoc solution. A better solution proposed in LDAP v3 was the incorporation of a Transport Layer Security (TLS) session [6] when initializing a connection with a LDAP server. Though LDAPs protocol security has been implemented there still exists many LDAP servers that allow less secure binding methods. This is usually due to lack of server configuration and/or interaction with legacy systems.
LDAP Authentication Model
LDAP as an authentication service follows the client/ server model. The LDAP model has two main steps when a user requests non-TLS bind authentication. These are (in order):
1) TCP three-way handshake (SYN, SYN/ACK, ACK) 2) LDAP bind() function (performed synchronous or asynchronous)
All TCP traffic to a LDAP server is typically sent to port 389 [7] , although v2 of the protocol allows communication with port 636 over the Secure Socket Layer (SSL). Since v3, the protocol has introduced the Simple Authentication and Security Layer (SASL) [8, 9] using port 389, port 636 has become obsolete but still remains in use due to legacy directories still using v2 and client applications seeking confidentiality through SSL.
way handshake required of a TCP connection forms the first step of authenticating. The second step requires the use of the LDAP protocol. The LDAP protocol is encapsulated in the TCP layer of a packet band has three standard fields. They are the messageID, protocolOp, and controls. Since authentication with LDAP only adds data in with the messageID and the protocolOp, the controls field will not be addressed.
The messageID field holds a unique value to the session from 0 to 231-1. Message IDs cannot be reassigned until a client has received a response corresponding to that message.
The protocol Op field holds three choices that are important functions of authenticating with LDAP. They include:
A bindRequest follows the following syntax: version, name, and authentication. Version is used to specify v2 or v3. The name field follows the LDAP standard for querying the directory (see Figure 3) , while the authentication field specifies the encryption used.
In Figure 3 the term simple refers to a password that has no encryption (i.e. plain-text). This practice is still common among many organizations.
Related Work
A lot of research has been done on LDAP injections [1, 4] while far less is known about proper protection and implementation of LDAP servers. Denial-of-service of LDAP usually targets one of two OSI network layers. Attacks discovered on the application layer [10] of LDAP communication include null byte injection, where a carefully crafted POST request with a null byte inside can cause unauthenticated authentication to a system [11] . On the transport layer [12] denial-of-service attacks including SYN flooding have also been used to disrupt services. In another paper, security policy was adjusted from semantic threat graphs [13] that were generated by conducting SYN flooding on vulnerable high usage systems including LDAP. Though threat analysis is not the intention of this paper, the findings did show how network systems such as routers and servers reacted to heavy attacks. Also illustrated are many default configu- rations to prevent such an attack.
Proposed Attack
An attack was chosen to demonstrate the vulnerability of a denial-of-service attack and reinforce the idea that LDAP directory servers are not good candidates for authentication services. The proposed attack is a SYN flood attack on the three-way handshake of TCP protocol. Since we are attacking the way which TCP initializes a connection, the attack is to the transport layer. SYN flood was chosen as the best-suited attack for its simplicity and to emphasize that the problem is the usage of LDAP as an authentication system. In the TCP three-way handshake, a client and server send three packets between each other to initiate a synchronous connection. The three packets consist of: 1) a SYN (synchronize) client request 2) a SYN/ACK (synchronize/acknowledgement) server reply 3) a ACK (acknowledgement) client reply An example of the handshake can be seen in Figure 4 .
Since every TCP connection commences with a SYN request, attacks can be constructed with raw sockets [15] to spoof sender IP addresses causing server side SYN/ 
Packet Design
The packets were carefully constructed to impersonate the genuine SYN requests to a LDAP server running on port 38. A standard IP header was created with the spoofed source IP address and the LDAP server IP as the destination address. The IP header takes up 20 bytes of the packet size.
The TCP header consisted of a spoofed source port and the LDAP destination port (389) as well as having the SYN flag bit flipped on. The TCP header also initializes its offset value to 6 (for six 32 bit words; 5 for the TCP header and 1 for TCP options) and sets the window size to 5840. The TCP header size is also 20 bytes. As an option the maximum segment size (MSS) is set to 1460. The option adds an additional 4 bytes to the TCP header size. In total the packet size is 44 bytes (IP and TCP headers). The TCP header used can be seen in Figure 6. 
Attack Implementation
The TCP SYN packets were generated using raw sockets in C. The software sends any number (n) of SYN packets from a source address to a destination address and port (see Figure 7) .
The attack was tailored for a LDAP server (tested against OpenLDAP [17]) but also has a testing suite made up of a client and server that constantly send and reply to messages. A live LDAP server was also used up until the implementation of the attack but was not able to be tested against since many systems were reliant of it. An implementation of OpenLDAP was used on a closed network.
To test whether the LDAP server was still reachable, a Python program was used to attempt authentication with the LDAP server. Every time a bind request with the correct credentials returned a connection error an alert (chime) would sound. To communicate with the LDAP server the program utilized the Python LDAP library.
Analysis of Attack
The number one adversary of this attack is the use of firewalls. That said the use of static firewall policies are highly ineffective to planned attacks and dynamic policy changes are needed. Even with dynamically written poli- cies a lot of administrative effort is diverted to victimized firewall.
Packet Generation
In order to create obfuscation of the source of the attack, every packet sent changes its IP address from the previously sent address. This method makes it harder to implement an ad-hoc firewall policy that might disrupt an attack to regain control. It is for this same reason that the port number of the sender is randomized. The actual execution of the flood program (written in C) is done inside a shell script (see Figure 8 ) that changes the senders IP as well as adding the ability to set a delay between each packet sent. 
Effectiveness of Attack
In the test environment the attack successfully denied service to all applications relying on LDAP for authentication. It must be noted that the LDAP server in the test environment handled many less queries than real-life implementations. Since the attack was devastatingly successful in the test environment, it is predicted to have the same effect in a real-life exercise. Just the increased amount of SYN requests is enough to require rapid modification and/or constant monitoring of firewall policies.
One major factor in the effectiveness of an attack is if the LDAP server has an IP that is resolvable to the Internet. This practice is still common since first and foremost LDAP is a directory access protocol. The random appearance of the source IP and port also prolonged the attacks effectiveness at defeating firewall policies. In terms of effectiveness, since LDAP is a critical authentication system and can effectively be denial-of-service, the attack (SYN flooding) is seen as highly effective when orchestrated properly.
. end
Effectiveness as an Authentication Service
As of 2011 (when this paper was written) there are many choices of authentication services. One such example developed by the Massachusetts Institute of Technology is Kerberos [18] . Though Kerberos is also vulnerable to DoS attacks due to the fact that it a centralized authentication server, it addresses two extremely important flaws 
Issues
The first problem with LDAP is the fact that it is an active directory. This means that it (the LDAP server) is constantly being inundated with new queries. An authentication service should never have more traffic than necessary. Since LDAP services provide more than just authentication, LDAP is a poor candidate as an authenticator. There are three measures that can be taken to better protect an organizations LDAP server(s). 1) Only bind to connections for authentication that are inside an organization's IP range and on a known hosts list 2) Bind all blind authentication connections to a second physical LDAP server that is a clone of the directory tree for the scope of a blind authentication 3) If allowing connections from the Internet, only allow blind authentication
The first measure ensures that only known clients inside the network have access to the directory for authentication and privileged querying. The second measure ensures that all non-critical traffic hitting the LDAP server is directed at a clone server instead ensuring data integrity. The final measure is ensured by the second measure that all Internet traffic is by policy sent to the clone server. With proper security policies set up internal attacks can also be traced easier and shut down faster since the abuse can be logged through internal networks.
The second flaw of LDAP is that since it was designed first for directory access, security was appended to the design, and not initially supported. As a result passwords can be sent over networks in plain-text. Any authentication service that allows transmission plain-text passwords of or stores plain-text passwords is not suited for use given computing in the 21 st Century. Although v3 of the protocol allows TLS sessions [6] , the use of such security has not fully carried over due to historic security policies using the obsolete SSL-session method, which can be easily compromised by SSL certificate spoofing [19] . There are also three precautions that can be taken for the second flaw in LDAP.
1) Not allowing plain-text passwords to be used for authentication; hash them with at least SHA-256
2) Using the TLS service LDAP supports 3) Having all authentication connections connect to server through a virtual private network (VPN)
Of course one could try and implement all of the above safe-gaurds but it would be much easier to use software designed for authentication. Due to the required extra policies needed to combat denial-of-service attacks, LDAP does not make a good authentication provider.
Alternative Authentication Services
As discussed previously in section 4.1, LDAP is a poor choice for authenticating users and entities. One service already described above is Kerberos. It is worth mentioning due to the fact that it is present in several systems including the BSD operating system and the X Window System [20] . Many other operating systems use a variant of Kerberos.
Kerberos incorporates the use of strong cryptography in order to ensure the confidentiality of authentication credentials. Kerberos is often used in conjunction with a LDAP server that only allows access from connections where an authentication ticket has been granted. Tickets are authentication tokens that verify a users identity to the requested service and tells the user where to create a connection with the service requested.
Conclusions
We have shown that the use of LDAP software in its current state is not suitable as an authentication service. In Section 3 the attack proposed was successful at causing denial-of-service due to SYN flooding and was thus able to render the LDAP service disrupted. In Section 3.2 it was argued that due to the fact authentication is a critical service a successful DoS attack is highly effective. Section 4.1 brought forth two fundamental flaws of LDAP. They included protecting LDAP servers from DoS attacks and protecting user passwords from being discovered over a network. Finally section 4.2 suggested the use of Kerberos as an alternative authentication service to LDAP.
Attack Definition
The characteristics of the attack prompt the use of a better-suited definition: denial-of-dependent-services or DoDS.
Denial-of-dependent-services is a planned denial-ofservice attack on a service with the intension to disrupt dependent services. This type of attack attempts to optimize the services denied while minimizing its (the attackers) targets. An example of an infrastructure that would be susceptible to this attack is central authentication services. 
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